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Timestamp Certificate 


Proof 


The proof is necessary for the reproducibility of your document. 


<?xml version="1.0" encoding="UTF-8"?> 
<node type="key" value="8fd4518fa649a53a1 0e25b4eca59580bbb5d339e56722d59f31a78c1a298ade7"> 
<left type="mesh" value="d201 a3d4ff548d168ee4e993d0244c1 cbb1f2907a72d3610400ebeb85ab05e75"> 
<left type="mesh" value="e979e2a2e4e43e7abe7bb7e6ff957f1 81 59ff295abacaafl 6d36d9c5b8dce347"/> 
<right type="mesh" value="95b626f1 17f6036995d00cdcffda6fa557e47e50273386a7a970894a2540f618"> 
<left type="mesh" value="284f3881 84f6927c77db1 be6c9259454cb22857f1ab693b352a94e477f1b4552"> 
<left type="mesh" value="1f9dccd319448a0a5291 901 fac37ad69bff20466b9efc537cca0cdebcbb51245"/> 
<right type="mMesh" value="2a4b4381 ea332cc20fd3fcba8 1 c648f37dd96d3a09f3907be56f81 5e2aae2e57"> 
<left type="mesh" value="8e2bae54d6cbf1 7034001 9e3cc9e1 8ad29bac84ca0035abfa1c2182924de454e"> 
<left type="mesh" value="8ec203e1478e0eaea0bae1 5073f880001 8e96ce57da097570b53681523c2bafb"/> 
<right type="Mesh" value="69845c51 1bb86683277598ee733bcc0F4f1 691 e8fbdcb15b7ddc9c66e1498864"> 
<left type="mesh" value="eb5339ffc1f15356deb41 dea0ce01fd696104592aac9d494e3ebddb1740631ce"/> 
<right type="mesh" value="f01f5a2396d2cceb68e0d 1 f609fe21 3b7e61572e744a66e49c67b6c8ab6e8af2a"> 
<left type="mesh" value="d49f2e9ad6d240e37205a4def39f9d4ef3c4dea40487c1 8a2c09511049d44e8d"/> 
<right type="mesh" value="196394180f12e1017a5e4ccf5d2f6b5bd128dc687bb8abef1 1d5f6689bd61 687"> 
<left type="mesh" value="89b698b2a69a6ee 10b80093a33200828345f8e60c7dbe731 0d5ba9cfbf9830bc"/> 
<right type="mesh" value="79ee82a10022e865f6d6ef79524e38661 b90d0585ee69a7bb9761 197d0bd796b"> 
<left type="mesh" value="3f1 bd0f09e7 9a0f648fa820f50a0fb8b37F79923ac309897b1 cb2e9d3dd3633f'/> 
<right type="mesh" value="2a9bcd91d71¢255a8f751fa6c559de02d993f2a52eb3e71f779a722527ab4620"> 
<left type="mesh" value="c261 0a2acfcea736f2ac6e52c2bc9bb33cfd03ba5865984988824ab1 dc88f79d"> 
<left type="mesh" value="5e08427d3dbd34eda5682fébe8b0bf0a75c3ce 1 ea36cd89c8747878e983c7f43"'/> 
<right type="mMesh" value="9163f5f24287f55f070f35ef1 b1d61 1 2bf3d7d4289d6c6d406f72a54ed 1 c6c82"> 
<left type="mesh" value="4758f9ec5d78018b943d22424b937c6fee81523d27e9291 93182d7c3b5a13d54"/> 
<right type="mMesh" value="b95f0a59230b2c7a6fe858d8d01 fdf9b0da0892ba96848935046ebe9f999F3b0"> 
<left type="mesh" value="5954c8ff69ae 1 9e4cf56a0ea6e48b40a4b492709ca4a92eba5e266c722edeeef'/> 
<right type="hash" value="5958a710d830bfdbe8f5039342666153216e26e17656c5c3644f73fefel 19b47"/> 
</right> 
</right> 
</left> 
<right type="Mesh" value="4d50e01 ed61 1768401521 80aba66d0b43e9bf096720d0bb54badb4d5a765997d"/> 
</right> 
</right> 
</right> 
</right> 
</right> 
</left> 
<right type="mesh" value="5cae745c1c1c7bc5311e83ed8aea232075fd41 de7eccb284df4cd92124d677b5"/> 
</right> 
</left> 
<right type="mesh" value="9057e0ff142c5ad1 cd9df095d1 bfb1 e924000fca3fd7de7ea83dc4597a5aa4a6"/> 
</right> 
</left> 
<right type="mesh" value="0094fedecd5dafa504f4c67268e2d74bde459360227ce44eded6782b674522f8"/> 
</node> 
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Timestamp Certificate 


Verification 


OriginStamp is a timestamp service that uses various blockchains 
like the Bitcoin Blockchain to create tamper-proof timestamps for 
your data. Instead of backing up your data, OriginStamp embeds a 
cryptographic fingerprint in the blockchain. It is de facto impossible 
to deduce the content of your data from your fingerprint. 
Therefore, the data remains in your company and is not publicly 
accessible. All you need to do is send this fingerprint to 
OriginStamp via the interface. The integration of the RESTful API is 
very simple and convenient and allows all data to be easily tagged 
with a tamper-proof timestamp. This document shows the 
procedure and gives instructions for verifying a timestamp created 
with OriginStamp. 


1. Determine the SHA-256 of 
your original file 


There are numerous programs and libraries to calculate the SHA- 
256 of a file, such as MD5FILE. Simply drag and drop or select your 
file, to retrieve the SHA-256 of your file. 


2. Validate your proof 


First, it must be verified that the hash of the original is part of the 
evidence. In order to check this, the proof can be opened with a 
conventional editor and its content can be searched for the hash. If 
the hash cannot be found, either the file was manipulated or the 
wrong evidence was selected. 


3. Determine the root hash 


The Merkle tree is a tree structure, that allows to organize the seed 
more efficient than a plain-text seed file. The tree is built from the 
bottom to the top and follows a defined schema. The value of a 
node is determined by the aggregated hash of its children. 


Left child = 
a8eb9f308b08397df77443697de4959c1 56fd4c68c489995163285db 
d3eedaef 


Right child = 
ab95adaee8eb02219d556082a7f4fb70d19b8000097848112eb85b1 
d2fca8f67 


Node = SHA- 

256(a8eb9f308b08397df77443697de4959c1 56fd4c68c4899951632 
85dbd3eedaefab95adaee8eb02219d556082a7f4fb70d1 9b8000097 
848112eb85b1d2fca8f67) = 
47e47c96302eeba62ed443dd0c89b341 1 bbddd2c1ffébdfb1f833fa1 
1e060b85 


originstamp 


This step is performed for all levels of the tree until the hash of the 
root has been calculated. If the hash of the root is identical as 
proof, the calculation was successful and the root hash is verified. 
The top hash corresponds to the root hash we embedded in the 
blockchain through a transaction. For a more detailed explanation 
of the Merkle tree, we want to refer to Wikipedia. 


4. Determine the Ethereum 
Transaction 


Having determined the root hash in the previous step, we store 
this hash in a Smart Contract in the Ethereum blockchain. 


5. Check the transactions 


The respective log events must be searched for each transaction in 
this contract. These events are divided into topics. The root hash 
should be contained in a topic. Caution: Some services display the 
hashes with a 0x prefix. As soon as the transaction has been found, 
the block time is the actual tamper-proof timestamp. To simplify 
the search, we added the transaction to the certificate. 


